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Crime has 
gone digital



Crimes that can only be 
committed by using a 

computer to attack 
another computer 

Eg: Hacking, Spread of 
Viruses, Ransomware, 

DDOS

‘Traditional’ crimes which 
are increased in their 
scale by the use of 

computers 

Eg: Fraud, identity theft, 
harassment, romance 

scams

Cyber-dependent Cyber-enabled

Two types of cybercrime



Traditional Crime
! Offender required to be 

present at crime scene 

! One offence at a time 

! Evidence/ Forensics/ 
CCTV 

! Witnesses 

! HIGH RISK/ LOW REWARD

Cybercrime
! Not present at the scene 

! Multiple offences at the same 
time 

! Commit offences from 
anywhere in the world 

! Co-operation required 
between law enforcement 
internationally 

! LOW RISK/ HIGH REWARD

The attraction



80% of all Cyber Crime is 
easily preventable by 
adopting basic measures 
and being aware. 

Key 
Message



Remember 
A, B, C

!A – Accept nothing 

!B – Believe no one! 

!C – CONFIRM EVERYTHING!



Are you aware of 
exactly how much 
you are sharing?

https://www.youtube.com/watch?v=yrjT8m0hcKU

https://www.youtube.com/watch?v=yrjT8m0hcKU
https://www.youtube.com/watch?v=yrjT8m0hcKU


Social 
Engineering



Understanding your digital  

footprint ?





Social Media

! Never disclose private 
information when social 
networking 

! Be wary about who you 
accept invitations from 

! Consider what you are 
saying online 

! Look for the verification tick



How secure is your Social Media? 

! We strongly advise that you opt for “Friends only”.  

! Be a good friend and change your settings to ‘hide’ your friends list to protect their 
security too. Also helps prevent account cloning issues – do the same for contact 
details! 

! Be mindful that “friends” settings can affect your own security 

! It is advised you turn app location settings off when you post to social media as it 
indicates your current location …. AND where you are NOT! 

! Remember regularly checking in to places, regardless of your settings ‘checking 
in’ is publically viewable 

! Change your settings so that you control what others post about you!



Take a few 
minutes to 

review your 
digital 

footprint…

 Quite simply, Google yourself! 

Limit the amount of information 
made PUBLICLY available 

Check www.ukphonebook.com  
    www.192.com

http://www.ukphonebook.com/
http://www.192.com/
http://www.ukphonebook.com/
http://www.192.com/




How to delete 
this 

information ?

! Firstly remove yourself from the Public Electoral 
Roll - You are automatically enrolled upon voting, 
meaning anyone can request your information, 
this can make you a target so contact your local 
council.   

! By going through public databases like the 
Electoral Roll, websites such as 192.com are able 
to collate your address, home phone number & 
more details all in one place. For a small fee, 
anyone can then discover a large amount of 
information about you that you may have 
considered relatively private. 

! Once you have removed yourself from the public 
electoral roll, you can then remove yourself from 
the 192 website and UK phonebook website by 
completing the online request form.



Phishing Attacks
Spotting the signs… 

!Authority – claiming to be someone 
official  

!Urgency – a limited time to respond  

!Emotion – panic, fear, hopeful or 
curious 

!Current events – will use current 
news reports to seem realistic 



And it’s 
not just 
emails…



Email Top 
Tips… 

! Ensure your spam filter is on 
! Do not open an email you suspect 

could be spam and send straight to 
your spam or junk folder 

! Don’t open attachments or click links 
from unknown sources 

! If it’s too good to be true- it probably 
is! 

! Consider having two separate email 
accounts (public & private)



Passwords Top 
Tips… 
! Think of your password as your 

front door 
! Think passphrase! Choose 

three random unrelated words 
VioletMouseCuppa 
Vi0letMou$eCupp@ 

➢ Use a different password for 
each website 

➢ Use a password manager 
➢ If your password is 

compromised – change it 
immediately 



Two/ Multi Factor 
Authentication
! Adds a second layer of security 

to your accounts 

! Receive a text/ email if a new 
device is used to access your 
account 

! Gives you the opportunity to 
confirm if the user is you 

! Visit TeleSign website for more 
information



www.haveibeenpwned.com 

A website that allows you to check if your personal data has been compromised 
by data breaches.  

"Notify me" service allows visitors to subscribe to notifications about future 
breaches. Once signed up, you will receive an email message any time their 

personal information is found in a new data breach.  

This service often alerts users to breaches long before it reaches the  
news, meaning that you can take action immediately instead of your accounts 

being at risk for months without you knowing.

http://www.haveibeenpwned.com/
http://www.haveibeenpwned.com/




Recovering a 
hacked account ?

! Update your devices   

! Contact your provider  

! If your email was 
hacked ? Check the 
filtering rules 

! Change passwords 

! Set up 2-Factor 
authentication  

! Notify your contacts



What is 
Ransomware ?
! Ransomware is a 

malicious software that 
prevents you from 
accessing your 
computer.  

! If your computer is 
infected with 
ransomware the 
computer will be 
locked and a ransom is 
requested to unlock 
your computer.

https://www.google.co.uk/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwi-i-z3_rPWAhVELhoKHa9KBucQjRwIBw&url=https%3A%2F%2Fheimdalsecurity.com%2Fblog%2Fwhat-is-ransomware-protection%2F&psig=AFQjCNGUqYPpM6xYoaLOJtKgjAfdCCkcgw&ust=1506004722881965


Ransomware Top 
Tips..
! Make a regular back up – ensure 

this isn’t permanently connected 

! Keep your operating system and 
apps up to date  

! Install antivirus and keep it turned 
on and up to date 

! Be careful what apps you install 
! Don’t pay ransom, there’s no 

guarantee you will get your files 
back. 

! Contact Action Fraud or the 
Police



Sextortion

https://www.bbc.co.uk/news/av/stories-46323625/
what-happened-when-sextortion-scammers-
targeted-a-bbc-trending-reporter 

https://www.bbc.co.uk/news/av/stories-46323625/what-happened-when-sextortion-scammers-targeted-a-bbc-trending-reporter
https://www.bbc.co.uk/news/av/stories-46323625/what-happened-when-sextortion-scammers-targeted-a-bbc-trending-reporter
https://www.bbc.co.uk/news/av/stories-46323625/what-happened-when-sextortion-scammers-targeted-a-bbc-trending-reporter
https://www.bbc.co.uk/news/av/stories-46323625/what-happened-when-sextortion-scammers-targeted-a-bbc-trending-reporter
https://www.bbc.co.uk/news/av/stories-46323625/what-happened-when-sextortion-scammers-targeted-a-bbc-trending-reporter
https://www.bbc.co.uk/news/av/stories-46323625/what-happened-when-sextortion-scammers-targeted-a-bbc-trending-reporter


Sextortion scam 
Top Tips..

! Do not engage – delete & report 
to Action Fraud  

! Don’t pay the ransom! 

! Don’t worry if they have your 
password – Change it  

! If you have paid the ransom – 
call 101 immediately  



Do you use Public WIFI ?



WIFI Top Tips…

! Don’t use public WIFI for 
sensitive transactions 

! Use 3G 4G - this is always 
encrypted  

! Use a Virtual Private 
Network (VPN) 

! Turn off WIFI when your not 
using it 



Computer Security

! Install Anti-Virus on all devices 
and set to automatically update 

! Update your software as soon as 
your computer prompts you 

! Back up your data to an 
external device and remove 
that device from your computer 

! Check Op Systems are 
supported and running the latest 
version (Windows 7 end of life 
was January 2020) 

! Only install official apps from 
your app store



CSSF Top Tips…. 

! NEVER allow a cold caller remote access to 
your device 

! NEVER reveal your personal or financial 
details 

! NEVER install any software or visit a website 
as a result of a cold call 

! A legitimate company wouldn’t cold call 
you, if your unsure hang up and call them 
back from a different phone and the 
number you have for them. 

! Consider investing in a call blocking 
system (Truecall, Call Guardian or speak to 
your service provider) 



Video Conferencing 
Top Tips…

! Only download the software from 
trusted sources 

! Do your research – free one is fine 
as long as you set it up correctly 

! Check the privacy settings 
! Use a password – 2FA if available  
! Consider using the “lobby” 

feature  
! Keep all video conferencing 

apps up to date – it will add new 
features and keep it up to date





Romance Scam 
Definition….

‘The intended victim is befriended 
on the Internet and eventually 
convinced to assist their new love 
financially by sending them 
money for a variety of emotive 
reasons’1. 

https://www.google.com/url?sa=i&url=https%3A%2F%2Fwww.shutterstock.com%2Fsearch%2Fbroken%2Bheart&psig=AOvVaw2yyNxeUQDnPH3_P3C6nCTi&ust=1591790851236000&source=images&cd=vfe&ved=0CAIQjRxqFwoTCIjRgpTZ9OkCFQAAAAAdAAAAABAE


Romance Fraud Top Tips…

! Don’t rush into an online relationship – get to 
know the person, not the profile and ask plenty 
of questions. 

! Analyse their profile and check the person is 
genuine by putting their name, profile pictures 
or any repeatedly used phrases and the term 
‘dating scam’ into your search engine. 

! Talk to your friends and family about your 
dating choices. Be wary of anyone who tells 
you not to tell others about them. 

! Evade scammers by never sending money to, 
or sharing your bank details with, someone 
you’ve met online, no matter what reason they 
give or how long you've been speaking to 
them. 

! Stay on the dating site messenger service until 
you’re confident the person is who they say 
they are. If you do decide to meet in person, 
make sure the first meeting is in a public place 
and let someone else know where you’re going 
to be.



Courier Fraud 
Top Tips…

! Never divulge passwords or PIN 
codes to people over the phone – 
you cannot be sure who you are 
speaking to  

! Police, HMRC or Banks will NEVER 
send a courier/unmarked unit to 
collect bank cards/PINs for 
investigation! 

! There is no such thing as a “Safe 
Account”. Banks nor Police will ever 
ask for funds to be transferred to 
one 

! Police will never ask you to be 
involved in ‘undercover’ operations





General advice on Cyber Security and Passwords: 
National Cyber Security Centre   www.ncsc.gov.uk   

& Cyber aware      www.cyberaware.com  

Online safety on all areas for everyone: 
GetSafeOnline   www.getsafeonline.org 

CEOP online safety for under 18s, parents and schools: 
ThinkUknow  www.thinkuknow.co.uk & www.internetmatters.org  

Advice on spam emails, spam phonecalls and scams  
Take 5 to Stop Fraud https://takefive-topfraud.org.uk/  

                     Follow us @kentpolicecyber 

Further information and advice

http://www.ncsc.gov.uk/
http://www.cyberaware.com/
http://www.getsafeonline.org/
http://www.thinkuknow.co.uk/
http://www.internetmatters.org/
https://takefive-topfraud.org.uk/
http://www.ncsc.gov.uk/
http://www.cyberaware.com/
http://www.getsafeonline.org/
http://www.thinkuknow.co.uk/
http://www.internetmatters.org/
https://takefive-topfraud.org.uk/


Support 
and 
advice for 
victims



Checklist:

Check Op Systems are 
supported and running the 

latest version

Check Firewalls, Antivirus, 
Antimalware and 

Antispyware are installed, 
running and regularly 

updated

Check your passwords are 
secure / strong and not used 

across platforms
Check your digital footprint

Check public electoral roll, 
UK Phonebook & 192.com 
for entries in your name – 

request removal

Check your social media 
settings

Check your email address 
with 

www.haveibeenpwned.com 
and set up Two/multi Factor 

Authentication (2FA) 

Ensure your home router has 
a password set, if the 

original default, change it

Don’t use public WiFi for 
sensitive transactions such 
as banking/social media/

email unless you’ve set up a 
VPN, or revert to 3G/4G on 

your device

Share this information with 
family, friends, and the 

public!

http://www.haveibeenpwned.com/
http://www.haveibeenpwned.com/


How to 
change 
your router 
password ? 
EXAMPLE….



Questions ?

AIMEE PAYNE  

CYBER PROTECT & PREVENT OFFICER 

SERIOUS ECONOMIC CRIME UNIT 

KENT & ESSEX SERIOUS CRIME DIRECTORATE 

AIMEE.PAYNE@KENT.POLICE.UK 

TWITTER  - @KENTPOLICECYBER 

mailto:aimee.payne@kent.pnn.police.uk
mailto:aimee.payne@kent.pnn.police.uk

