Protecting yourself
from cybercrime
and fraud
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Two types of cybercrime

Cyber-dependent Cyber-enabled
Crimes that can only be ‘Traditional’ crimes which
commitied by using a are increased in their
computer to attack scale by the use of

another computer computers
Eg: Hacking, Spread of Eg: Fraud, identity theft,
Viruses, Ransomware, harassment, romance
DDOS scams




The attraction

Traditional Crime

Offender required to be
present at crime scene

One offence at a time

Evidence/ Forensics/
CClv

Withesses
HIGH RISK/ LOW REWARD

Cybercrime

Not present at the scene

Multiple offences at the same
time

Commit offences from
anywhere in the world

Co-operation required
between law enforcement
internationally

LOW RISK/ HIGH REWARD




Key
Message

80% of all Cyber Crime is
easily preventable by
adopting basic measures
and being aware.



»A — Accept nothing

Remember
A, B, C

»B - Believe no onel

»C — CONFIRM EVERYTHING!




Are you aware of
exactly how much
you are sharing?


https://www.youtube.com/watch?v=yrjT8m0hcKU
https://www.youtube.com/watch?v=yrjT8m0hcKU

Facebook lets you find things like a person’s first
school, birthday, their pet's name, and answers to
all the other usual security questions. A lot of the

info | need to guess your password is right there

on your profile page.

Convicted Criminal

Socidal
Engineering



Understanding your digital
footprint ?

John Smith
johnsm1th123

Hey @BudgetAirlineUK - your gate at Manchester
Airport should have opened 15 minutes ago. Whats
happening? #NotGoodEnough

= ; bd b
RETWEETS FAVORITES

1:50 PM - 19 Oct 2016 - via Twitter - Embed this Tweet
&~ Reply [i] Delete ‘W Favorite




Subject: RE: Your Delay at the Gate
From: info@BudgetAirlineUK.com

To: ichn.smithl123@email.com

Dear Mr Smith,

We are sorry to hear that you were delayed at the airport when checking in at Manchester Airport
on the 19™ of October, for your flight number BUDNY1910 to New York. We hope it didn’t spoil your
trip!

As an apology Budget Airline UK would like to offer you a discount of 50% of your next flight, as well

as complementary First Class upgrade.

All you need to do is fill in the form by clicking the link below, and we will send out the voucher
codes to you.

http://complaints.budgetairlineuk.com/voucher/50percent.html

We hope to see you again soon
King regards

Dave Cameroon
Senior Complaints Handler
Budget Airline UK




Social Media

» Never disclose private
information when social
networking

» Be wary about who you
accept invitations from

» Consider what you are
saying online

» Look for the verification tick




How secure is your Social Media?

We strongly advise that you opt for “Friends only”.

Be a good friend and change your settings to ‘hide’ your friends list to protect their
éect:u.rlitly too. Also helps prevent account cloning issues — do the same for contact
etails!

Be mindful that “friends” settings can affect your own security

It is advised you turn app location settings off when you post to social media as it
indicates your current location .... AND where you are NOT!

Remember regularly checking in to places, regardless of your settings ‘checking
in’ is publically viewable

Change your settings so that you control what others post about you!



Take a few
minutes to
review your

o[fe]i[e]
footprint...

Quite simply, Google yourself!

Limit the amount of information
made PUBLICLY available

Check


http://www.ukphonebook.com/
http://www.192.com/
http://www.ukphonebook.com/
http://www.192.com/

WHERE

WHO / WHAT:

a» D e com
PRICING BUY CREDITS

People, Businesses & Places

ukphonebook.com

HOME HELP

ana consumer aata.

PHONE NUMBERS
al r ster, the pnone DOOK

| ADDRESSES/POSTCODES

FIND A PERSON

COMPANY SEARCH Find this person:
aimee payne

Exact matches only

DIRECTOR SEARCH
Refine search further:

n, village or postcode

TPS/CTPS
City, town

TELEAPPENDING Location:

Street: Street or road

House name or number

ZONESEARCH
Premises:

CREDIT REPORTS
Gender(s): Any

Min age

Age Range:

AREA CODES
DOB: DD

LAND REGISTRY

Full name of second resident

Saved results
Specify second resident:

No saved results.
Search




How 1o delete
this
information ?

Firstly remove yourself from the Public Electoral
Roll - You are automatically enrolled upon voting,
meaning anyone can request your information,
this can make you a target so contact your local
council.

By going through public databases like the
Electoral Roll, websites such as 192.com are able
to collate your address, home phone number &
more details all in one place. For a small fee,
anyone can then discover a large amount of
information about you that you may have
considered relatively private.

Once you have removed yourself from the public
electoral roll, you can then remove yourself from
the 192 website and UK phonebook website by
completing the online request form,



Phishing Attacks

Spotting the signs...

Phishing emails try to convince users fo click on links to dodgy websites or attachments,
or to give sensitive information away (such as bank details). This advice includes tips
about how fo spot the most obvious signs of phishing, and what to do if you think you've
clicked a bad link. For more information, please visit www.nesc.gov.uk/phishing .

Phishing attacks

Dealing with suspicious emails

&lNational Cyber
Security Centre

» Authority — claiming to be someone

official
»Urgency - a limited time to respond

»Emotion - panic, fear, hopeful or
curious

»Current events — will use current
news reports to seem realistic

What is phishing?

Phishing iswhen criminals attemptto
trick people into doing ‘the wrong thing’,
suchas clicking a link to a dodgy website.

Phishing can be conducted viaa text
message, social media, or by phone, but
the term 'phishing' is mainly used to
describe attacks that arrive by email.

Criminals send phishing emails to
millions of people, asking for
sensitive information (like bank details),
or containing links to bad websites. Some
phishing emails may contain viruses
disguised as harmless attachments,
which are activated when opened.

Make yourself a
harder target

Information from your website or

social media accounts leaves a

'digital footprint' that can be

exploited by criminals. You can make yourself
less likely to be phished by doing the following:

Criminals use publicly available
(?' information about you to make their
e phishing emails appear convincing.
Review your privacy settings, and think
about what you post.

W Be aware what your friends, family and
ﬁ i colleagues say about you online, as
this can also reveal information that
can be used to target you.

‘@ If you do spot a suspicious email, flag
& it as Spam/Junk in your email inbox,
and report this to Action Fraud
(www.actionfraud.police.uk).

What to do if you've
already clicked ? E

The most importantthingto dois
nottopanic. There are numberof  zssssmesss
practical steps you can take: =

Open your antivirus (AV) software, and run
a full scan. Follow any instructions given.

If you've been tricked into providing your
&,@ password, you should change your
passwords on all your other accounts.
If you have lost money, you need to report it
; A as a crime to Action Fraud. You can do this by
visiting www.actionfraud.police.uk.

Tell tale signs

of phishing
Spotting a phishing email is
becoming increasingly difficult, and
even the most careful user can be

tricked. Here are some tell tale signs
that could indicate a phishing attempt.

17

Is the email addressed to you by
name, or does it refer to 'valued
customer', or 'friend’ or ‘colleague'?
This can be a sign that the sender
does not actually know you, and that it
is part of a phishing scam.

Others will try and create official-
looking emails by including logos and
graphics. Is the design (and quality)
what you'd expect?

Does the email contain a veiled threat
that asks you to act urgently? Be
suspicious of words like 'send these
details within 24 hours' or 'you have
been a victim of crime, click here
immediately’.

Look at the sender's name and email
address. Does it sound legitimate, or is it
trying to mimic someone you know?

Your bank (or any other official source)
should never ask you to supply
personal information in an email. If you
need to check, call them directly.

If it sounds too good to be true, it
probably is. It's most unlikely that
someone will want to give you free
trainers, or codes to access films for free.

Dwww.ncsc.gov.uk W@NCSC [ National Cyber Security Centre (G @cyberhq




Did you attempt a
transfer of £950 -
11/06/20157

Please contact us

on 0330 332 6289

to verify this
transaction.

Please have your

User ID & Secure
Key to hand

350} 565-1234

< Messages  PayPal Details

PayPal - Your account
has been locked
Please click on the link
below to restore your
access:

http:// .

PayPal Team

e ot One dow R Loge AR L

Easily Disguise Your
Caller ID

Désplay 2 dfYerent numbey 20 protect yoursel!
Or pull » prank. It's sy o use and works on
any phoos

Sxpicre SpoatCard

FRsSed by P02 D00 (o aN OOt

And it’s
not just
emails...



Email Top
Tips...

Ensure your spam filter is on

Do not open an email you suspect
could be spam and send straight to
your spam or junk folder

Don’t open attachments or click links
from unknown sources

If it's too good to be true- it probably
is!

Consider having two separate email
accounts (public & private)



Passwords Top
Tips...

» Think of your password as your

Passwords are an effective way to control access to your data, the devices you store
it on, and the online services you use.This page contains tips about how to create
strong passwords, how to look after them, and what to do if you think they've been
stolen. For more information, please refer to www.cyberaware.gov.uk .

Using passwords

To protect your devices & data

&lNaﬁonal Cyber
Security Centre

front door

» Think passphrase! Choose
three random unrelated words

> Use a different password for
each website

> Use a password manager

> |If your password is
compromised - change it
immediately

How can your
passwords be

Criminals will use the most common
passwords to fry and access your accounts,
or use information from your social media
profiles to guess them. If successful, they
will use this same password fo fry and
access your other accounts.

Criminals also try and frick people into
revealing their passwords by creating fake
‘phishing’ emails that link to dodgy
websites, or by using persuasive
techniques through social media.

Even ifyou look after your passwords, they
can still be stolen if an organisation
containing your details suffers adata
breach. Criminals will use these stolen
customer details (such as user names and
passwords) to try and access other
systems.

© Crown Copyright 2019

Create strong
passwords

Create a strong and memorable
password for your email account
(and other important accounts).

(] W Avoid using predictable passwords (such as
m § dates, family and pet names). Avoid the
&= most common passwords that criminals can
easily guess (like ‘password’).

Don't re-use the same password across
important accounts. If one of your
passwords is stolen, you don't want the
criminal to also get access to (for example)
your banking account.

hard for someone else to guess, you can
combine three random words to create a
single password (for example cupfishbiro).

® [ ]
Look after your
passwords
Ifyou store your passwords

somewhere safe, you won't have to remember
them. This allows you to use unique, strong
passwords for all your important accounts.

(o grxry To create a memorable password that's also
(a8 ]

You can write your password down to
remember it, but keep it somewhere safe,
out of sight, and (most importantly) away
from your computer.

Most web browsers will offer to store your
online passwords. It's safe to do this.
Browsers will also detect 'dodgy’ websites that
phishing emails try and trick you into visiting.

You can also use a standalone password
manager app to help you create and store
strong passwords.

Use 2FA to protect
your account 5
Many companies allow you —

to set up two-factor authentication

(also known as 2FA) on your accounts. It's called
2FAbecause itinvolves signing into your account
using two passwords or codes; one that you know,
and the other usually sent to your phone.

The most common form of 2FA is when a
code is sent to your smartphone that you
must enter in order to proceed. You should
set up 2FA for important websites like
banking and email.

Even if a criminal knows your passwords,
they will struggle to access any accounts
that you've protected by turning on 2FA.

The website www.telesign.com/turnon2fa/
contains up-to-date instructions on how
to set up 2FA across popular online
services such as Gmail, Facebook,
Twitter, Linkedin, Outlook and Instagram.

What to do if your

password is stolen? Llaed

If you suspect your password has =2
been stolen, you should change it
as soon as possible.

—_— If you have used the same password
"— on any other accounts, change these
I- as well.

PR You can use the website

tbeen www.haveibeenpwned.com to check if

pwned? your information has ever been made
public in a major data breach.

Dwww.ncsc.gov.uk W @NCSC [ National Cyber Security Centre @cyberhq




Two/ Mulli Factor
Authentication

>

Adds a second layer of security
fo your accounts

Receive a text/ email if a new
device is used to access your
account

Gives you the opportunity to
confirm if the user is you

Visit TeleSign website for more
information

(3 TeleSign

Presents

THE ULTIMATE GUIDE TO TWO-FACTOR AUTHENTICATION (2FA)

Step-by-step instructions on enabling the free security feature that prevents hackers from

accessing your accounts, even if they know your password.



[';——have i been pwned?

Check if you have an account that has been compromised in a data breach

www.haveibeenpwned.com

A website that allows you to check if your personal data has been compromised
by data breaches.

"Notify me" service allows visitors to subscribe to noftifications about future
breaches. Once signed up, you will receive an email message any time their
personal information is found in a new data breach.

This service often alerts users to breaches long before it reaches the
news, meaning that you can take action immediately instead of your accounts
being at risk for months without you knowing.


http://www.haveibeenpwned.com/
http://www.haveibeenpwned.com/

actionfraud.police.uk/report-phishing

S

email?

=g |

o |
I If you have received an email whichyou're |
1 not quite sure about, forward it to the :
: Suspicious Email Reporting Service (SERS)

1 S |

| |

| |

' |

. - © report@phishing.gov.uk
ActionFraud cyper g M e
National Fraud & Cyber Crime Reporting Centre
e actionfraudpoliceuk W AWQATE w_ e R e =)



Recovering a
hacked account ?

Update your devices
Contact your provider

If your email was
hacked ? Check the
filtering rules

Change passwords

Set up 2-Factor
authentication

Notify your contacts

@l National Cyber
‘|Security Centre

M
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Ce=

feceeees)

Step 1. Update
the software

and apps on °=,

your devices

Update the apps and
software on your devices
(i.e. your smartphones,
laptops, tablets and
computers). This will install
the latest security fixes. If
you've not aiready done so,
set updates to be installed
automatically. If you have
antivirus software, run a full
scan.

Step 2. Check your
email settings .
Criminals will often

change your email

settings so they

are sentcopies of all

the emails you send

and receive. Visit the support
page of your email product to
find out how you can check
this, and fix it if needed.

® Crown Copyright 2019

Recovering accounts

A guide to recovering your
hacked online accounts

Step 3. Use the ’

service's support ([}
pages w

If you can't access your account, search the
company’s online support or help pages.
You'll find information about how to recover
your account. If you can't find the relevant
page, use a search engine and type in (for
example) "Twitter account hacked'.

Step 4. Change passwords

on relevant accounts

Change the password on all other accounts
which use the same password as the
hacked account. Once they've discovered
one password, criminals will try and use the
same password to access other accounts.
For advice on creating strong passwords,
visit www.cyberaware.gov.uk.

Step 5. Protect =
your accounts = ﬁ
using 2FA —
If available, set up two-factor
authentication (also known as 2FA) on each
account. It's called 2FA as itinvolves signing
into your account using two methods,
typically on two different devices. Your
accounts are much less likely to be hacked if
2FAis turned on. For instructions on how to
do this, visit www.telesign.com/turnon2fa/.

Unauthorised payments, messages that you don't recognise, or logins from
strange locations can indicate that someone is accessing your account. If you
see unusual account activity, start by contacting your account provider.
If you also think you may have lost money, phone your bank/utility. If you
have been hacked, here’s how to recover your accounts.

Step 6. Notify your friends,

followers and contacts
Tell friends, followers and ® e

contacts that you've been
hacked. They should treat
messages claiming to come l

from you with caution. You

should contactthem regardless of
whether you managed to recover
your account or not.

Step 7. If you can't
recover your account...
If you can't recover your

account, you can create a
anew one. Make sure you &
update any linked

accounts (for example

bank, utility services

or shopping websites) with your

new details. Also tell your friends
and contacts.

Step 8. Contact

Action Fraud
Ifyou have been ; A F
affected by online

crime you can report
acyberincidentto Action Fraud
using their fraud reporting tool at
www.actionfraud.police.uk .

D www.ncsc.gov.uk W@NCSC [ National Cyber Security Centre @cyberhg
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What is
Ransomware ?

» Ransomware is a
malicious software that
prevents you from
accessing your
computer.

» |f your computer is
infected with
ransomware the
computer will be
locked and a ransom is
requested to unlock
your computer.

Payment will be raised on

51672017 00:47:55

Your files will be lost on

52012017 00:47:55

Time Left

Contact Us

Ooops, your files have been encrypted!

What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Can I Recover My Files?

Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

You can decrypt some of your files for free. Try now by clicking <Decrypt>.

But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don’t pay in 7 days, you won't be able to recover your files forever.

We will have free events for users who are so poor that they couldn’t pay in 6 months.

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>,

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

PRI S v W i Duns e ™I

< = Send $300 worth of bitcoin to this address:
bitcoin —
Tasza1000 204 | 12t9YDPgwueZ3NyMgw519p7AABisjré SMw



https://www.google.co.uk/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwi-i-z3_rPWAhVELhoKHa9KBucQjRwIBw&url=https%3A%2F%2Fheimdalsecurity.com%2Fblog%2Fwhat-is-ransomware-protection%2F&psig=AFQjCNGUqYPpM6xYoaLOJtKgjAfdCCkcgw&ust=1506004722881965

Ransomware Top
Tips..

» Make aregular back up - ensure
this isn’t permanently connected

» Keep your operating system and
apps up to date

» Install antivirus and keep it turned
on and up to date

» Be careful what apps you install

» Don’t pay ransom, there’s no
guarantee you will get your files
back.

» Contact Action Fraud or the
Police

& National Cyber

2t~ |Security Centre

ransomware?

Ransomware is malicious software that
prevents you from accessing your
computer (or data that is stored on your
computer).

If your computer is infected with
ransomware, the computer itself may
become locked, orthe data on it might
be stolen, deleted orencrypted.

Normally you're asked to make a payment
(the ransom), in order to ‘unlock’ your
computer (or to access yourdata).

However, even if you pay the ransom,
thereis no guarantee thatyou will get
access toyour computer, oryourfiles.
Thisis one of the reasons why it's
important to always have arecent backup
of your mostimportant files and data.

© Crown Copyright 2019

Ransomware

Prevention & recovery

Eon't bg blﬁckr'nailed -
eep a packKup:
Ifyou rg\ve arecent bag(up of 9

your mostimportant files,
then you can't be blackmailed.

Make regular backups of your most
important files (such as photos and
documents), and check that you know
how to restore the files from the backup.
If you're unsure how to do this, you can
search online.

Make sure the device containing your
backup (such as an external hard drive
or a USB stick) is not permanently
connected to your computer.

Turn on auto-backup so that data on your
smartphone is automatically copied to the
cloud. This means you'll be able to
recover your data quickly by signing back
into your account from another device.

Protecting your

data and devices

The following steps will reduce
the likelihood of your devices
being infected with ransomware.

[ =]

Keep your operating system and apps up to
date. Apply software updates promptly, they
contain patches that keep your device
secure, including protection from
ransomware and other types of virus.

Make sure your antivirus product is
turned on and up to date. Windows and
macOS$ have built in malware protection
tools which are suitable for this purpose.

Avoid downloading dodgy apps. Only use
official app stores (like Google Play or the
Apple App Store), which provide
protection from viruses.

Following this advice can reduce the likelihood of you becoming a victim of ransomware.
Ransomware makes your data or computers unusable and asks you to make a payment fo release
it. If your computer is already infected with ransomware, we've included some useful recovery steps
below. For more information, please refer to www.nesc.gov.uk/ransomware .

What to do if

you are infected

If your computer has been
infected by ransomware (or any
type of malware), you should:

©

-

@
iAF

A

Open your antivirus (AV) software, and run a
full scan. Follow any instructions given. If your
AV can’t clean your device, you'll need to
perform a 'clean re-install', which will remove
all your personal files, apps and settings. If
you're unsure how to do this, you can search
online using another device.

Restore your backed-up data that you have kept
on a separate device (such as USB stick,
external hard drive) or cloud storage. Do not
copy any data from the infected computer.

If you receive a phone call offering help to clean
up your computer, hang up immediately (this is
acommon scam).

Anyone who thinks they may have been subject
to a ransomware attack should contact Action
Fraud (www.actionfraud.police.uk).
Organisations should call 0300 123 2040. In
Scotland, contact the police by dialing 101.

Should | pay
the ransom?

The NCSC encourages you not
to pay the ransom. If you do:

- there is no guarantee that you will
getaccess to your data or computer

- your computer will still be infected
- you will be paying criminal groups
- you're more likely to be targeted in the future

O www.ncsc.govuk W@NCSC [ National Cyber Security Centre (G) @cyberhq




Sextortion

https://www.bbc.co.uk/news/av/stories-46323625/
what-happened-when-sextortion-scammers-
targeted-a-bbc-trending-reporter



https://www.bbc.co.uk/news/av/stories-46323625/what-happened-when-sextortion-scammers-targeted-a-bbc-trending-reporter
https://www.bbc.co.uk/news/av/stories-46323625/what-happened-when-sextortion-scammers-targeted-a-bbc-trending-reporter
https://www.bbc.co.uk/news/av/stories-46323625/what-happened-when-sextortion-scammers-targeted-a-bbc-trending-reporter
https://www.bbc.co.uk/news/av/stories-46323625/what-happened-when-sextortion-scammers-targeted-a-bbc-trending-reporter
https://www.bbc.co.uk/news/av/stories-46323625/what-happened-when-sextortion-scammers-targeted-a-bbc-trending-reporter
https://www.bbc.co.uk/news/av/stories-46323625/what-happened-when-sextortion-scammers-targeted-a-bbc-trending-reporter

Sextortion scam
Top Tips..

» Do not engage - delete & report
to Action Fraud

» Don’t pay the ransom!

» Don’t worry if they have your
password - Change it

» If you have paid the ransom -
call 101 immediately

&|National Cyber
Security Centre

What is a
sextortion scam?

Asextortion scam iswhen acriminal
attempts to blackmail someone, usually
by email. The criminal will claim they have
login details or a video of the victim visiting
an adult website, and will threaten fo
disclose this unless the victim pays a
ransom (often in BitCoin).

The criminals behind these attacks do not
know ifyou have a webcam, or know if
you've visited adult websites. They are
attempting to scare their victims into
paying a ransom, and will send millions of
emails in the hope that someone will pay.
They'll often include technical sounding
details to make the email sound
convincing. ltmay alsoinclude a
password the victim uses or has used.

Sextortion is an example of a phishing
attack, where victims receive emails that
try and trick them into doing the wrong
thing.

© Crown Copyright 2020

Sextortion phishing scams
How to protect yourself

This advice is for people who have received sextortion emails. If
someone you don't know is blackmailing you by claming to have login
details or a video of you visiting an adult site, don’t pay the ransom,
but follow the steps below instead. The criminals behind these attacks
don't know if you have a webcam, or if you've visited adult websites.

What to do if you're being blackmailed

Don't communicate

with the criminal

Our advice is to not engage with the

criminal. If you have received an

email which you're not sure about,

forward it to the NCSC's suspicious

Email Reporting Service (SERS):
hishing.gov.uk.

Don't pay the
ransom

Ifyou pay the ransom, you might
be targeted with more scams, as
the criminal will know their
previous scam worked.

Check if your accounts
have been compromised

Do not worry if your password is
mentioned. It has probably been
discovered from a previous data
breach. You can check by visiting
https://haveibeenpwned.com/

2 www.ncsc.gov.uk

W @NCSC
[ National Cyber Security Centre

(©) @cyberhq

Change any passwords
that are mentioned

Ifa password you sfill use is included, then
change itimmediately. For advice on how to
create good passwords, please visit
www.cyberaware gov.uk .

Report any losses to
Action Fraud

Ifyou have already paid the ransom,
then reportit to Action Fraud
(www.actionfraud.police.uk).

]







WIFI Top Tips...

» Don’t use public WIFI for
sensitive transactions

» Use 3G 4G - this is always
encrypted

» Use a Virtual Private
Network (VPN)

» Turn off WIFI when your not
using it




Computer Security

» Install Anti-Virus on all devices
and set to automatically update

» Update your software as soon as
your computer prompts you

» Back up your data to an
external device and remove
that device from your computer

» Check Op Systems are
supported and running the latest
version (Windows 7 end of life
was January 2020)

» Only install official apps from
your app store

&|National Cyber
Security Centre

' How can your
devices get
infected?

Viruses are a type of malicious software
that can harm devices such as computers,
laptops, smariphones and tablets.

Once your device has been infected, this
malicious software (also known as
malware) can steal yourdata, erase it
completely, or even preventyou from
using your device.

Devices can become infected by
accidentally downloading an email
attachment that contains malware, or by
plugging in a USB stick that is already
infected. You can even getinfected by
visiting a dodgy website.

Forthese reasons, it's important that you
always use antivirus software on
your laptops and PCs. Smariphones
and tablets don't need antivirus software,
provided you only install apps and
software from official stores such
as Google Play and Apple's App Store.

© Crown Copyright 2019

Protecting devices

From viruses and malware

Turn on your

antivirus product m
Antivirus (AV) products detect i

and remove viruses and other

kinds of malware from your
computer, laptop or MAC, and should
always be used.

Make sure your AV product is turned on
and up to date. Windows and iOS have
built-in tools that provide suitable AV.

New computers often come with a trial
version of additional AV software. You may
want to carry out your own research to
find out if these products are right for you.

Make sure your AV software is set to
automatically scan all new files, such as
those downloaded from the internet or
stored on a USB stick, external hard
drive, SD card, or other type of
removable media.

You don't need AV products on your
smartphone or tablets, provided you only
install apps from official stores.

If you think your computer has been
infected, open your AV software, and
run a full scan. Follow any instructions
given.

If you receive a phone call offering
help to remove viruses and malware
your computer, hang up immediately
(this is a common scam).

O www.ncsc.gov.uk W@NCSC [ National Cyber Security Centre () @cyberhq

This page contains fips about how to protect your computers, laptops, smartphones
and tablets from the damage caused by viruses and other types of malware. Following

these steps will help keep your devices - and the information stored on them - free from
harm. For more information, please refer to www.nesc.gov.uk/antivirus .

Keep all your IT
devices up to date

Don't put off applying updates

to your apps and your device's
software; they include protection from
viruses and other kinds of malware.

Applying software updates is one of
the most important things you can
do to protect your devices. Update
all apps and your device's operating
system when you're prompted.

Set all software and devices to
update automatically, including
your AV software.

You should consider replacing
devices that are no longer
supported by manufacturers with
newer models. You can search
online to see how long your current
device will be officially supported.

Only install {528
official apps

Only download apps for smartphones and
tablets from official stores (like Google Play
or the App Store). Apps downloaded from

official stores have been checked to provide

protection from viruses and malware.




CSSF Top Tips....

NEVER allow a cold caller remote access to
your device

NEVER reveal your personal or financial
details

NEVER install any software or visit a website
as a result of a cold call

A legitimate company wouldn’t cold call
you, if your unsure hang up and call them
back from a different phone and the
number you have for them.

Unsolicited calls

Consider investing in a call blocking
system (Truecall, Call Guardian or speak to
your service provider)

H4p0[0cE  ActionFraud

Computer
Software

Service Fraud

| Spot the signs |

Your information

Browser pop-ups

Pop-ups

Software installation




Video Conferencing
Top Tips...

&|National Cyber Video conferencing
"~ [Security Centre Using services securely

» Only download the software from
trusted sources

» Do your research - free one is fine
as long as you set it up correctly

» Check the privacy seﬂings conferencing?

Video conferencing is a live audioand
video conversation between 2 or more

What is video

people in different locations, conducted

» Use a password - 2FA if available o e ot i

Many devices have video conferencing
functionality builtin (such asApple's
o o (11 11} FaceTime and Google's Duo), and many
o n SI e r U SI n g e o y popular apps also provide this service
(such as Instagram, WhatsApp, and
Facebook). There are also standalone
video conferencing apps thatyou can

fe q i U r e download; populartities include Zoom,
Skype, Houseparty and Microsoft Teams.
For more information about the security

features of a specific video
conferencing service, please refer to

» Keep all video conferencing e,
apps up to date - it will add new ———
features and keep it up to date ——

1. Downloading video

conferencing

software {I)

e If using standalone video conferencing software,
only download it from trusted sources (suchas

Apple's App Store or Google Play), or from the
service provider's official website.

e Use tech websites and other trusted sources to
research whatapp is right for you. The 'free’ version
of avideo conferencing service will provide good
enough security for personal use, provided you've
setit up correctly.

o Check the privacy settings. You should make sure
that you understand what (if any) data the service will
access during operation. You may have the option to
opt out of sharing data.

2. Setting up video
conferencing g
services

e Make sure thatthe password for your video
conferencing account (or forthe device orapp youare
using for video conferencing) is different to all your
other passwords, and difficult for someone to guess. If
available, set up two factor authentication (2FA) for the
account (and for your device and other apps, if
available).

o Testthe service before making (orjoining) your first
call. Check that your microphone and camera work
and that your internet connection is fast enough. Learn
how to mute your microphone and how to turn offthe
camera.

e Many services allow you to record the meeting, share
files, or show what is on somebody's screen. Find out
how to tell if the callis being recorded.

D www.ncsc.gov.uk W@NCSC [} National Cyber Security Centre () @cyberhq

The COVID-19 lockdown means many of us are now using video calls fo stay in
touch with family, friends and work colleagues. If you're new to video
conferencing, the fips below will help you to use it safely. Even if you're familiar
with video conferencing, you should take a moment fo review how you're using it.

3. Hosting and
joining calls

e Do not make calls public. Connect directly to
the people you wantto call using your
contacts/address book, or provide private
links to the individual contacts. If possible set
up the call so thata password is required to
join.

e Consider using the lobby feature to ensure you
know who has arrived. Make sure people are
who they say they are before they join the call,
the password function described above can
help with this.

e Think about what your camera shows when
you're on a call. Would you want to share that
information with strangers? Consider blurring
or changing your background - you'll find
instructions on how to do this on the support
website for your video conferencing service.

4. Keep all devices
and applications 'a /] I
up to date

e Make sure that all your devices and
applications (not just the video conferencing
software) are kept up to date. Applying
software updates is one of the most important
things you can do to protect yourself online.

e Update all the apps (and your device's
operating system) whenever you're prompted.
It will add new features and immediately
improve your security.




UK
‘ CORONAVIRUS ¥R pOLICE ActionFraud gyber 3
SCAMS LR WY s, actionfraud.police.uk " wdare

Contact tracers will NEVER:

x Ask you for any form of payment

N HS X Ask you for any passwords or PINs

X Ask any details about your bank account
X Ask you to download anything

x Ask you to hand over control of your PC

x Send someone to your home

For more information, visit: e L L PR i
actionfraud.police.uk/testandtrace i OFFICIAL i #coronavirusfrauds



Romance Scam
Definition....

‘The intended victim is befriended
on the Internet and eventually
convinced to assist their new love
financially by sending them
money for a variety of emotfive
reasons’1.



https://www.google.com/url?sa=i&url=https%3A%2F%2Fwww.shutterstock.com%2Fsearch%2Fbroken%2Bheart&psig=AOvVaw2yyNxeUQDnPH3_P3C6nCTi&ust=1591790851236000&source=images&cd=vfe&ved=0CAIQjRxqFwoTCIjRgpTZ9OkCFQAAAAAdAAAAABAE

Romance Fraud Top Tips...

Don’t rush into an online relationship — get to
know the person, not the profile and ask plenty
of questions.

Analyse their profile and check the person is
genvuine by putting their name, profile pictures
or any repeatedly used phrases and the term
‘dating scam’ into your search engine.

Talk to your friends and family about your
dating choices. Be wary of anyone who tells
you not to tell others about them.

Evade scammers by never sending money to,
or sharing your bank details with, someone
you’'ve met online, no matter what reason they
give or how long you've been speaking to
them.

Stay on the dating site messenger service until
you're confident the person is who they say
they are. If you do decide to meet in person,
make sure the first meeting is in a public place
and let someone else know where you're going
to be.

Don't let
your heart
rule your head

Never send money
to or share your bank
details with someone
you've met online.

sfauxmance/ ﬁcuqbncﬂfgpaud

""" actionfraud.police.uk """




Courier Fraud
Top Tips...

Never divulge passwords or PIN
codes to people over the phone -
you cannot be sure who you are
speaking to

Police, HMRC or Banks will NEVER
send a courier/unmarked unit to
collect bank cards/PINs for
investigation!

There is no such thing as a “Safe
Account”. Banks nor Police will ever
ask for funds to be transferred to
one

Police will never ask you to be
involved in ‘undercover’ operations

Contact you to ask
for your PIN or bank
details

Ask you transfer money
out of your account
for fraud reasons

The police will never...

Ask to withdraw cash
to hand over to them
for safe-keeping

Send someone to
your home to collect
cash, PINs, or cards

ActionFraud

sneman e SCtoniEudpolics Uk W




Action Fraud ActionFraud

National Fraud & Cyber Crime Reporting Centre

customer channels =" actionfraud.police.uk "s"="s

oo | |ar— |

Social Media 0300 123 2040 Report 24/7 & Web Chat

Besoe T(I)—Ielr%%rg:? gd;ﬁg' fraud Report fraud and cyber crime. www.actionfraud.police.uk
P e ’ Help. support and advice. Secure online reporting.
News and alerts. NEWE Sivch ATSHE:
Realtime aud Ineligence. I Advice on avoiding the latest scams.

24/7 Live cyber

Specidalist line for business, charities or organisations
suffering live cyber attacks

National Fraud and Cyber Crime 2,000+ calls per day Cifas Data
Reporting Centre 250+ web chats per day UK Finance




Further information and advice

General advice on Cyber Security and Passwords:
National Cyber Security Centre www.ncsc.gov.uk
& Cyber aware www.cyberaware.com

Online safety on all areas for everyone:
GetSafeOnline www.getsafeonline.org

CEOP online safety for under 18s, parents and schools:
ThinkUknow www.thinkuknow.co.uk ‘ www.internetmatters.org

Advice on spam emails, spam phonecalls and scams

Take 5 to Stop Fraud hitps://takefive-topfraud.org.uk/

Follow us @kentpolicecyber



http://www.ncsc.gov.uk/
http://www.cyberaware.com/
http://www.getsafeonline.org/
http://www.thinkuknow.co.uk/
http://www.internetmatters.org/
https://takefive-topfraud.org.uk/
http://www.ncsc.gov.uk/
http://www.cyberaware.com/
http://www.getsafeonline.org/
http://www.thinkuknow.co.uk/
http://www.internetmatters.org/
https://takefive-topfraud.org.uk/
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/ The Silver Line ,  [ENEN Commmmes

{
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Our helpline)

TheSilver Line He piine is the only national. free and confidential phone line
dedicated 1o oider pecpls which is open every day and night of the year

08004 70 80 90

Our specilly-trained halplineteam:

+ Offer nformation, fendship and advice

* Link callers to local groupsand services

*  Offer regular friendship cals

+ Protect and support cider seoplewho sre suffering abuse and neglect

Support
and

You can call us st anytime anc from anywhere in the UX

There is 0 questions toa big. no proiem toc smal and no needto be alene.

advice for

{ VICTIV ok

SUPPORT




Checklist:



http://www.haveibeenpwned.com/
http://www.haveibeenpwned.com/

boh;c how to change router password Q

All Videos News Shopping Books More Settings Tools

About 99,100,000 results (0.40 seconds) | | H ow -I-o
change

Change, reset or find your Wi-Fi password

1. Make sure you're connected to your Sky
Broadband home network.

2. Open a new web browser window. yo U r ro U Ille r
3. In the address bar, type 192.168.0.1 and press Enter.

4. Select Change Wireless Password in the right hand menu. ... p q s swo rd ?

5. Enter the default router settings username and password in lowercase.

et EXAMPLE....
Change, reset or find your Wi-Fi password | Sky Help | Sky.com

https://www.sky.com/help/articles/find-and-change-your-wireless-password

@ Aboutthisresut 8 Feedback




Questions ?

AIMEE PAYNE
CYBER PROTECT & PREVENT OFFICER
SERIOUS ECONOMIC CRIME UNIT

KENT & ESSEX SERIOUS CRIME DIRECTORATE

TWITTER - @KENTPOLICECYBER



mailto:aimee.payne@kent.pnn.police.uk
mailto:aimee.payne@kent.pnn.police.uk

